[Ipunoxenue N° 2

HNuadbopmManinoHHaA MaMATKA /IS O0yYaIOIUXCS IS pasMelleHUuA
Ha opunuaabHbix THTEpHET-pecypcax

C KaxxabIM T'OJIOM MOJIOAEKHU B HNHTEPpHETE CTAHOBUTHCA 6OJ'IbHIe, a IIKOJIBHUKHW OJHU 13
CaMbIX aKTUBHBIX I10JIb30BaTeIel PyHeTa. Mexc,zly TE€M, IOMHMO OTPOMHOTI'O KOJINYECTBa
BOBMO}I(HOCTeﬁ, HHTEPHET HECET U l'IpO6J'IeMI)I. dTa maMmsTKa JOJI2KHAa ITIOMOYb Tebe
6e30IacHO HaXOAHUTHCA B CE€TH.

KomnbroTepHble BUPYCHI

KoMmmplOTepHBIF  BUpPYyC - 5TO Pa3HOBUHOCTh KOMITBIOTEPHBIX  IPOTPAMM,
OTJIMYUTELHOU O0COOEHHOCTBI0O KOTOPOU fABJISIETCA CIOCOOHOCTh K pPa3MHOXKeHHIo. B
JIOTIOJTHEHNE K 3TOMY, BHUPYChl MOTYT IOBPEIUTH WJIM IOJHOCTHIO YHUYTOXKUTH BCE
daitipl ¥ JaHHBIE, MOAKOHTPOJIbHBIE II0JB30BATEN0, OT HMMEHU KOTOpPOro ObLia
3amyleHa 3apak€HHas IIPorpaMMa, a TaKiKe IOBPEAUTh WM JaKe YHHUUTOXKHUTD
OIIEpAallIOHHYI0 CHUCTEMY CO BceMHU (aiylaMu B I[eJIOM. B OGOJBIIMHCTBE CiIydaeB
PacCIpOCTPAHSIOTCA BUPYCHI Yepe3 UHTEPHET.

MeTo/1bI 3aIIUTHI OT BPEJOHOCHBIX TPOTPAMM:

1. Mcnionp3yil coBpeMeHHbBIE OllepalliOHHBbIE CUCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHD
3aIUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. [TocTogHHO ycraHaBiuBai mavT (Hu@pPOBBIE 3aIUIATKH, KOTOPhIE aBTOMATHUYECKH
YCTaHABJIMBAIOTCA C IEJbI0 JIOPAaOTKH IMPOrpaMMbl) M Jpyrue OOHOBJIEHUSI CBOEH
omepanuoHHOU cucteMbl. CkaumBall UX TOJIPKO C O(PUIIMAIILHOTO calTa pa3paboTumka
OC. Ecu cytiecTByeT peXUuM aBTOMAaTHUECKOTO OOHOBJIEHH S, BKJIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEDE I10/] IPaBaMU I10JIb30BATEJIsA, 2 He aIMUHUCTPATOPA.
ITO He MO3BOJIUT GOJIBIIMHCTBY BPEIOHOCHBIX MIPOTPAMM WHCTAJUTUPOBATHCS HA TBOEM
[IEPCOHAIBHOM KOMITBIOTEDE;

4. Vlcriosip3yii aHTUBUPYCHBIE IIPOTPAMMHBIE ITPOIYKThI U3BECTHBIX ITPOU3BOIUTEEH, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpannub GU3UYECKUU I0CTY K KOMIBIOTEPY /1 HOCTOPOHHUX JIUIL;

6. Mcnosp3yll BHellIHMEe HOcUTeIu UHGPOPMAIUY, Takue Kak (iemika, AucK win gaiin
W3 UHTEPHETA, TOJIKO 13 NPO¢depeHHBIX HCTOUHUKOB;

7. He oTKkpbIBail KOMIBIOTEpHBIE (ailibl, MOJyYeHHblE U3 HEHAJEKHBIX UCTOUHUKOB.
Haxxe Te (ailyibl, KOTOpPbIe MPUCIAT TBOU 3HAKOMBIH. JIydllle yTOUHU y HETO, OTIIPABJIIAI
JIX OH Tele uX.

Cetu WI-FI

Wi-Fi - 510 He Buj TNiepefaum JIAaHHBIX, HE TEXHOJIOTHSA, a BCErO JIUIb OPEH/, MapKa.
Eme B 1991 roay HuUAepsaHJicKas KOMIIaHUA 3aperucrpupoBaia 6pens; « WECA», uro
oboszHauaso cimoBocouetanue «Wireless Fidelity», koropsrii mnepeBomuTCa Kak
«0becrpoBOHAS TOUHOCTH».

Jlo Hamero BpeMeHH /IOLLIa Jipyras ab0peBuaTypa, KoTopas fABJISETCA TaKOU Ke
TexHoJioruei. dto abopeBuarypa «Wi-Fi». Takoe Ha3BaHHe ObLIO JJaHO C HAMEKOM Ha



CTaH/ZIAPT BBICIIUM 3BYKOBOW TexHWUKHU Hi-Fi, 4To B mepeBojie 0O3HAUaeT «BBICOKas
TOYHOCTB».

Jla, OecITaTHBIN WHTEPHET-ZIOCTYI B Kade, OTeIAX U a3POIOPTax ABJISAETCS OTIUIHOU
BO3MOXKHOCTBIO BBIXOZJa B UHTEepHeT. HO MHOTrWMe 3KCIepThl CUYWUTAKOT, YTO
obmenocrymabie Wi-Fi cetu He sABIsAI0TCA 6€30IIaCHBIMH.

CoBeTbl 110 0€301I1aCHOCTH PaboTe B 00IIeA0CTYITHBIX ceTsax Wi-fi:

1. He mepepaBaii cBowo JMUHYH HWHMoOpManuio depesd obmenoctymabie Wi-Fi ceTtu.
PaboTasi B HUX, JKeJIaTeJIbHO He BBOJIUTH MAPOJIU J0CTYIIa, JIOTHHBI U KaKHe-TO HOMepa;

2. Mcnosp3yit 1 0OHOBJISIN aHTUBUPYCHBIE TIPOrpaMMbI B Opanamayep. Tem camMbIM ThbI
obe3omnacuIb ce0s OT 3aKaUYKH BUPyca Ha TBOE YCTPOMCTBO;

3. IIpu wucnosnwszoBanmu Wi-Fi otrimoun ¢yukiuio «O6muil goctyn k daiyiam u
npuHTepam». JlaHHas QYHKIUS 3aKpbiTa [0 YMOJIYAHUIO, OJIHAKO HEKOTOpbIE
MI0JIb30BATEIN aKTUBUPYIOT €€ /1 y/I00CTBa MCIIOIb30BAHUA B paboTe Win yuebe;

4. He ucnonp3yit mybsmmunsiii WI-FI 11 mepemaun JTUYHBIX JAHHBIX, HAIIPUMED JJIA
BBIX0/1a B COLIMAJIbHBIE CETU UJIU B 3JIEKTPOHHYIO IOUTY;

5. Unoawp3yil Tobko 3aiuiieHHOoe coequHeHue dyepe3 HTTPS, a we HTTP, T.e. pu
Habope Beb-aspeca BBOAYU UMeHHO «https://»;

6. B wmob6wipHOM TestedoHe OTKIOUM GyHKOH «Ilogkimoyenme k @ Wi-Fi
aBTOMaTHuYecKu». He momyckail aBTOMaTHYeCKOro MOAK/IIOUEHHUs YCTPONCTBA K CETAM
Wi-Fi 6e3 TBoero corsacusi.

ConuasibHbIe ceTu

ConuanpHble CETH aKTUBHO BXOJAT B HAIIy KU3Hb, MHOTHE JIIOAU PAOOTAIOT U KUBYT
TaM IOCTOSHHO, a B Facebook y»ke 3aperucTpupoBaH MUJLIHAP/, YeI0BEK, UTO SABJISAETCS
OZTHOU CeIbMOM BceX JKHUTesiel IUIaHeThbl. MHOrve IOJb30BaTeJN He IIOHMMAIOT, YTO
nHdopmanus, pa3MelleHHass UMHU B COIMAIBHBIX CETAX, MOXKeT ObITh HaljieHa U
HCIIOJIb30BaHA KEM YTOHO, B TOM YHCJIE He 00513aTeTbHO ¢ 6JIarnMu HaMepeHUsIMH.

OcCHOBHBIE COBETHI 110 0€30IIaCHOCTH B COIINAJIBHBIX CETAX:

1. OrpaHnYb CHOUCOK Jipy3eil. ¥ TeOs B APy3bsX HE JODKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIO/IeN;

2. 3amuinan CBOI YacTHYIO Ku3Hb. He ykaspiBall maposiu, TesedOHBI, ajgpeca, AaTy
TBOETO POXJEHUA € [APYIyI0 JWYHYI0 HHQOpPMANUio. 3JIO0YMBIIUIEHHUKA MOTYT
HCHOJIb30BaTh Aa)ke HWHQPOpPMAIUI0 O TOM, KaK Thl U TBOW POJAUTENH IJIAHUDPYETe
MIPOBECTU KAHUKYJIbI;

3. 3amuInai cBO PeIyTanulio - IEPKHU ee B UHCTOTE U 3a7jaBail cebe BOIIPOC: XOTeJT ObI
TBI, UTOOBI APYTHE II0JIb30BATEIN BUJIEJIH, UTO THI 3arpykaemib? [logymai, mpexae 4eM
YTO-TO OIyOJIUKOBATh, HATIMCATh U 3aTPY3UTD;

4. Eciu ThI TOBOpUIIB C JIIOABMU, KOTOPBIX He 3HAEIb, HE UCIOJb3YH CBOE peayIbHOE
UMs U PYTYIO JUUHYI0 HHPOpMaU: UM, MeCTO KUTEIbCTBA, MECTO YUeObl U IIpoUee;

5. M36eraii pasmemenus ¢gororpaduii B IHTEpHETE, T/ie THI N300pakeH Ha MECTHOCTH,
110 KOTOPOU MOYKHO OIIPE/IETUTH TBOE MECTOIIOJIOKEHUE;



6. HpI/I perucrpanu B COHHaJIbHOfI CeTu HeO6XOI[I/IMO HCITIOJIb30BAThb C/JIOKHBIE ITapOJIH,
COCTOAIIIKUE U3 6}7KB u I.II/I(I)p 1 C KOJIMYECTBOM 3HAKOB HE MEHEe 8;

7. JIJ1 conuasibHON CETH, IMOYTHI M IPYTUX CANTOB HEOOXOIMMO HCIIOJIb30BaTh Pa3HbIE
maposin. Torga ecyiu Te6s B3JIOMAIOT, TO 3JI0YMBIIIIEHHUKH TOJIyYaT JIOCTYH TOJIBKO K
OJTHOMY MECTY, a HE BO BCe cpaay.

SJIGKTpOHHbIe AC€HbI'

ONeKTPOHHbIE JIEHBI'H — 3TO OYEeHb y/IOOHBINM cHoco0 IIaTe:kel, OJHAKO CYIIEeCTBYIOT
MOITIIEHHUKH, KOTOPBIE XOTAT HOJIYYUTH 3TH JEHBTH.

JJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HETABHO U MMEHHO HM3-3a 3TOTO BO MHOTHUX
rocy/IapcTBax JI0 CUX IIOP He IIPOITHMCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHU (YHKIMOHHPYIOT U O HHX YK€ IIPOIIMCAaHO B 3aKOHe, IJie UX
pasiesIAI0T Ha HECKOJIPKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, YTO
AHOHHUMHBIE - 9TO Te, B KOTOPBIX paspelnaercs IPOBOAUTH omepanuu 06e3
ueHTUUKAIIUYA TT0JIb30BaTeNsA, & B HEAHOHHMHBIX HAEHTH(DUKAIMHU I10J1h30BaTeIs
ABJIAETCS 00s13aTEeIbHOM.

Takske ciiezyeT pa3jandarh 2JIEKTPOHHBbIE (pUaTHBIE JeHbr (PaBHBI TOCY/IApPCTBEHHBIM
BJIIOTaM) U JIEKTPOHHBIE HedHATHBIE IeHbI'Y (HEe PAaBHBI TOCYAAPCTBEHHBIM BATIOTAM).

OCHOBHBI€E COBETHI 110 O€30MacHON paboTe ¢ 3JIEKTPOHHBIMH JIEHbIaMMU:

1. [IpuBs:ku K cueTy MOOWIBbHBIN TesieOH. ITO caMbIil YAOOHBIM U OBICTPHINA CIIOCOO
BOCCTAaHOBUTH JIOCTYI K cueTy. [[puBsA3aHHBIN TesieOH TOMOKET, eCJIU 3a0yZellb CBOM
IUIATEXKHBIN TApOJIb UJIU 3a/IENTh HA CAUT C HE3HAKOMOI'O YCTPOUCTBA;

2. Mcnosnp3yit ogHOpa3oBble maposu. Ilocie mepexona Ha YCUJIEHHYIO aBTOPHU3AIHIO
Tebe yke He OyZIeT yrpoKaTh OMACHOCTh KPAXKU WJIM IepexXBaTa IJIATEKHOTO MapoJIs;

3. Beibepu cioxkHBIA maposib. IlpecTymHUKaM OyZeT He MPOCTO YraJaTh CJIOXKHBIHN
napoJsib. HazexxHele naposim — 3TO MapoJiv, KOTOphIe CoZiepKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUHBIE M IPOMUCHBIE OYKBBI, IUMPHI U HECKOJIHKO CHUMBOJIOB,
TaKMe Kak 3HaK /10j1apa, GyHTa, BOCKJINIATEIbHBIN 3HaK U T.11. Hampumep, StROng!;;

4. He BBOAM cBOM JIMUHBIE TaHHBIE HA CAlTaX, KOTOPHIM HE JJOBEPSIEIIb.
DJIeKTPOHHAA IIOHTA

DJIEKTPOHHASA MO0YTa — 3TO TEXHOJIOTUA U IPEIOCTaBJIsIeEMbIE €10 YCJIYTU 0 IlepechlIKe
U TIOJIyYE€HUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOPbIEe PACIPEEISIOTCS B KOMIIBIOTEPHOM
cetu. OOBIUHO 5JIEKTPOHHBIA IOYTOBBIM AWK BBIVIAAUT CJIEAYIOIUM 00pa3oM:
HUMs_T0JIb30BaTessA@UMA_JIoMeHa. Tak:ke KpoMe Iepe/ilauul IIPOCTOrO TEKCTA, UMeeTC s
BO3MO>KHOCTH Ilepe/iaBaTh (hailsbl.

OCHOBHBI€E COBETHI 110 O€30IMacHON paboTe C BJIEKTPOHHOU MOUTOM:

1. Hago BIOpaTh MpaBUJIBHBINA ITOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIA BHIOOD
OecryIaTHBIX TOYTOBBIX CEPBHCOB, OJIHAKO JIyUIlle JIOBEPSATHh T€M, KOTO 3HAEllb W KTO
MIepBBIN B PENUTUHTE;

2. He yka3piBail B JIMYHOU mouTe JINIHYIO HHpopMaruo. Hanmpumep, jrydiie BhIOpATh
«MY3BIKAJIbHBIA_(haHaAT@» WJIN «POK2013» BMECTO «TeMal3»;



3. Mcronp3yl IByXaTAITHYI0 aBTOPU3AIINI0. DTO KOT/la IOMHMO IapoJisi HYy>KHO BBOJUTH
KO/I, TpUChLIaeMbli 110 SMS;

4. Bpibepu CJIOKHBIN TapoJib. JIJIsI KaKOTO ITOYTOBOTO SIIHKA JOJKEH OBITh CBOU
HaJIe>KHBINW, YyCTOMUYUBBIUA K B3JIOMY I1apOJib;

5. Eciii ecTh BOBMOKHOCTDh HAIIMCATh CAMOMY CBOM JIMYHBIM BOIPOC, HCIIOJIB3YH 3TY
BO3MOXKHOCTb;

6. Vcrosnp3yil HECKOJIBKO IOYTOBBIX ANUKOB. llepBBIM 11 4acTHOU MEPEeNuCcKH C
azpecaTaMi, KOTOPBIM ThI JIOBEPSEIIb. ITO BJIEKTPOHHBIN aJipec He HAJ[0 UCII0JIb30BaTh
IIpU perucTpanuy Ha GpopyMax u calrax;

7. He oTkpbIBail aiyibl U JIpyrue BJIOXKEHUS B MHChbMaX Jla’Ke €CJIM OHU MPHUIIUIN OT
TBOUX Jipy3eH. JIydlle yTOUHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3Tu (haiibl;

8. Ilocne okoHuaHus pabOTHI HA IOYTOBOM CEPBHICE IEpe]] 3aKPHITUEM BKJIAJIKU C
caiiToM He 3a0y/lb HAXKaTh HA « BEIUTH».

KubepOy IMHT WU BUPTYaJIbHOE U3/I€BATETHLCTBO

KubepOy/utiHT — TpecijieJoBAaHUE COOOIIEHUSAMH, COJEPIKAIUMU OCKOpOJIeHuUs,
arpeccuio, 3alyTrUBaHMe; XYJIUTAHCTBO; COIMaJbHOE OONKOTUPOBAHUE C IIOMOIIIBIO
Pa3IUYHBIX UHTEPHET-CEePBUCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KNOEPOYIIIIMHTOM

1. He Opocaiicss B 60M. JIydmmuid crmoco6: IMOCOBETOBAThCS KaK ce0s BECTHU W, €CJIU HET
TOTO, K KOMY MOKHO 00paTUThCS, TO BHAYaJIe YCIIOKOUThCA. Eciu Thl HaUHEIIh OTBEYAaTh
OCKOPOJIEHUSIMH Ha OCKOPOJIEHM S, TO TOJIBKO eIlle OOJIbIINe Pa30KIKeTb KOH(DIIUKT;

2. YrpasJisi cBoel KubepperyTaluen;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CYH_IGCTBYIOT CITI0COOBI BbBIACHUTDH, KTO CTOHT 3a
AHOHHUMHBIM aKKaYHTOM;

4. He crouT BecTr XyIMTaHCKUI 00pa3 BUPTYyaIbHOH KU3HU. VIHTEpHET (PUKCUPYET BCe
TBOU JIEHCTBUS U COXPAHSAET UX. YTAIUTH UX OyZIeT KpaiiHe 3aTPyHUTETHHO;

5. Cobutio/1a11 CBOI BUPTYaJIbHYIO YECTh CMOJIOAY;

6. VrHopupyél eguHUYHBIH HeratuB. OJHOpa30Bble OCKOPOUTEJBHBIE COOOIEHUS
JIydiiie uirHOpupoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4aJIbHOU CTa/IuH;

7. Ban arpeccopa. B mporpaMmmax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B COITUATbHBIX
CETSX eCTh BO3MOYKHOCTh OJIOKUPOBKHU OTIIPABKH COODIIIEHUH C OIpe/IeJIEHHBIX aJIPECOB;

8. Ecim TBI cBuzerenp KubepOysutmHra. TBOWM JeHICTBUsA: BBICTYIIUTh IPOTUB
npecjiefoBaTess, IIOKa3aThb €My, UYTO €ro JIeMCTBUS OLIEHUBAIOTCS HEraTUBHO,
MOZIEPIKATH JKEPTBY, KOTOPOH HY’KHA IICUXOJOTUYECKAS IOMOIIb, COOOITUTH B3POCIBIM
0 aKTe arpecCUBHOIO IIOBEJIEHUA B CETHU.

Mob6ubHBIH TeedoH

CoBpemeHHble cMapT¢GOHBI U IUIAHINETHI COJIEp:KaT B cebe BIIOJIHE B3POCJIBIA
¢dyHKIMOHAS, U Temepb OHM MOTYT KOHKYPUPOBaThb CO CTallMOHAPHBIMU



KOMIIBIOTEPpAMM. OI[HaKO, CPEACTB 3alllUThI AJIA HOI[O6HI:-IX YCTpOﬁCTB IIOKa O4Y€Hb MaJio.
TeCTI/IpOBaHI/Ie U IIOUCK y5I3BI/IMOCTeﬁ B HUX IIPOHUCXOAUT HE€ TaK MHTECHCHUBHO, KaK IJIA
HK, TO 7K€ caMOe€ KacaeTcss 1 MOOMIbHBIX HpHJIO}ICEHI/IfI.

COBpeMeHHbIe MOOUJIbHBIE 6pay3ep1;1 yVXKe IIPpaKTU4eCKH [JOrHa/ii HACTOJIbHbIE
AHaJIOTH, OJHAKO paCIIupEHUEe (1)}7HKIII/IOHa.T[a BJIEUET 3a cOOOH 6OJ'II>IHy}O CJIO?KHOCTDb U
MEHDbIIYIO 3alllUIINECHHOCTbD.

,Z[EUIGKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOBJ’[eHI/I}I, 3aKpbIBAalOIIIUE€ KPUTHYECKHUE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI JJLA 6e30I1acHOCTH MOOHJILHOTO TeJ'Ie(l)OHaZ

1. Huduero He sBjsAETCA IO-HACTOAIIEMY OeCIIaTHBIM. By/ib OCTOpPOKEH, Beb KOTa
Tebe mpejtaraloT OecIIaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IIATHBIE
yCiIyry;

2. Jlymaui, mpesxze yem oTipaButh SMS, doTo unu Buaeo. Thl TOUHO 3HAENIb, I/I€ OHU
OyAyT B KOHEUHOM UTOTE?

3. Heo6xo/11M0 0OHOBJIATH ONlEpAIIOHHYIO CUCTEMY TBOEro cMapT@oHa;
4. Victiosb3yii aHTUBUPYCHBIE IPOTPAMMBI /IJI1 MOOMJIBHBIX TeJ1e(pOHOB;

5. He 3arpy»xail mpusioKeHusl OT HEM3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT COZEPIKATh
BpeZIOHOCHOE IIPOrpaMMHOe obeclieueHHUe;

6. ITocie TOTO Kak ThI BBIMJEIIH C CAlTa, I/ie BBOAWII JIMYHYI0 UHGpOpPMAaIHio, 3alU B
HAaCTPOUKHM Opaysepa u yjiaiu cookies;

7. llepuoguuecku poBepsAl Kakue MJIaTHbIE yCJIyTU aKTUBUPOBAaHbI HA TBOEM HOMeEPE;

8. JlaBaii cBOM HOMep MOOMJILHOTO TejiehOHA TOJIBKO JIIOJISIM, KOTOPBIX ThI 3HAEIb U
KOMY JIOBEPSIEIIIb;

9. Bluetooth gomxeH OBITH BBIKJIIOYEH, KOTJAa Thl UM He IOJb3yelrbcsi. He 3abbiBaid
WHOT/Ia TPOBEPSATH 3TO.

Online urpsr

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOYHBbIE, 3aXBATHIBAIOIUE pPa3BJI€UYEHMUS,
00beIUHSAIONINE COTHU THICSY YEJIOBEK IO BceMy MUPY. VITPOKH HCCIEAYIOT JaHHBIA UM
MHP, OOIIAIOTCA APYT C JIPYTOM, BBITIOJIHSIOT 3aJ]JaHHsA, CPAXKAIOTCA C MOHCTPAMHU H
MOJIyYalOT OMBIT. 3a YAOBOJIBCTBHE OHHU IUIATAT: IOKYHAIOT JIUCK, OIUIAYUBAIOT
aOOHEMEHT WJIU TPUOOPETAI0T KAKUE-TO OIIIHH.

Bce aTtu cpezcrtBa uAyT Ha NOAJep:KaHME U pa3BUTHE UTPHI, a TAKKe Ha CcaMy
06e30MacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMbBI aBTOPHU3AIHH, BBIIIYCKAIOTCA HOBBIE MTATUYHN
(rmudpoBble 3a1IaTKU AJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO]_IO6HBIX Urpax CTOUT OIlacaTbCA HE€ CTOJIBKO CBOHX COIIEPDHHKOB, CKOJIBKO KpaXXH
TBOETI0 I1ap0JId, Ha KOTOPOM OCHOBaHA CHCT€Mad aBTOpHU3allU OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 110 HE30IIACHOCTH TBOETO UTPOBOT'O AKKAYHTA:



1. Ecytm pyroit urpok BezieT cebs1 II0X0 WIU co3/AaeT TeOe HEMPUATHOCTH, 3a0JIOKUPYH
€ro B CIIMCKE UTPOKOB;

2. Iloxasyiica afMUHHUCTPATOpaM WIPHI Ha IUIOXO€ IIOBEJAEHHE HTOTO WUTPOKA,
JKeJIaTeJIbHO MIPUJIOKUTh KaKHe-TO JI0Ka3aTeJIbCTBa B BU/le CKPUHOB;

3. He ykassiBaii inuHyo nHpopMaIuo B npodaiisie urpsl;
4. YBaxkail Ipyrux y9acTHUKOB I10 UTPE;

5. He ycranaBiuBaii HeopuinaapHble IaTYU U MOJIbL;

6. crionp3yii cyI0KHBIE U Pa3HBIE I1APOJIY;

7. Jlaxke BO BpeMs WUrpHl HEe CTOUT OTKJIIOYATh aHTUBUPYC. [loka ThI urpaelb, TBOU
KOMIBIOTEP MOTYT 3aPa3UTh.

OUINWHT WX Kpaxa JIMYHbIX TaHHBIX

OOBIYHOHN Kpakel JeHer W JOKYMEHTOB CETOJHS YK€ HHUKOTO HE YAUBHIINb, HO C
Pa3BUTHEM HUHTEPHET-TEXHOJIOTUM 3JI0YMBIIIEHHUKHU IIepEMECTHUJINCh B UHTEPHET, U
IIPO/IOJI’KAIOT 3aHUMATHCA «JIIOOMMBIM» JIEJIOM.

Tak mosiBUJIach HOBasi yrpo3a: HHTEPHET-MOIIIEHHUYECTBA WU (DUIIIMHT, TJIaBHas 11€JTb
KOTOPOTO COCTOUT B TIOJyYeHHH KOHOUAEHIMAJIbHBIX JAaHHBIX II0JIb30BATEJIeH —
JIOTUHOB U napoJiei. Ha anriniickom si3bike phishing ynraercs kak ¢umwuHr (ot fishing
— pbIOHas JI0BJIsI, password — 1apoJib).

OcCHOBHBIE COBETHI 110 OOPHOE ¢ PUIITHHTOM

1. Ciremn 3a CBOMM aKKayHTOM. EcjM ThlI IIOJ03peBaelllb, YTO TBOsS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKOpPEE;

2. Hcrmosp3yhh Oe3omacHble BeO-CalThl, B TOM UHCJIE, HHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Mcnosnp3yii cokHble U pa3Hble naposu. TakuM obpasoM, ecyiu TeOs B3JIOMAIOT, TO
3JIOYMBINIJIEHHUKY TIOJIyUYaT JIOCTYI TOJIBKO K OTHOMY TBOEMY IPO(UIIIO B CETH, & HE KO
BCEM;

4. Eciu Te6s1 B310MAasu, TO HEOOXOAUMO MIPEeAYIPENUTH BCEX CBOUX 3HAKOMBIX, KOTOPbIE
n06aBJyIeHbl Yy TeOA B JIPY3bsAX, O TOM, YTO TeDsl B3JOMaJN U, BO3MOKHO, OT TBOETO
“MeHHU OyZleT pacchblIaThCA CIIaM U CCHUJIKU Ha (DUIITMHTOBbIE CAUTHI;

5. YcraHoBH HajieskHbIN 11aposib (PIN) Ha MOOMIBHBIHN TeledOoH;
6. OTKJIIOUU cOXpaHEeHUe MapoJis B Opays3epe;

7. He oTkpbiBail daiiyibl U Jpyrue BJIOXKEHU B MHChbMaX Jla’Ke eCcjId OHU MPUIIIN OT
TBOUX Jipy3el. JIyullle yTOUHU Y HUX, OTIPABJISIN JIU OHU Tebe 5TU (aiibl.

[Mudposasa penyranusa

[TudpoBas pemyramus - 3TO HeraTUBHAS WJIHM IMO3UTUBHAasI MH(GOPMAIUs B CETH O Tebe.
Kommnpomerupyrwomiasa uHdopMalus pa3MelleHHAas B UHTEPHETE MOKET Cepbe3HBIM



00pa3oM OTpa3uThCA Ha TBOEH peasibHOU KU3HU. «IludpoBas pemyranusa» - 3T0 TBOU
UMUK, KOTOPBIU (popMupyeTcs 3 “HQopManuu o Tede B MHTEPHETE.

TBoe MecTo JKUTeJbCTBA, Y4eObl, TBOoe (HUHAHCOBOE IOJIOKEHHe, OCODEHHOCTU
XapakKTepa U paccKkasbl 0 OJIM3KUX - BCe 3TO HAKAIUINBAETCA B CETH.

MHorue moAPOCTKHU JIETKOMBICJIEHHO OTHOCATCSA K ITyOJIUKAI[UK JIHYHOU HHGOPMAIIUH B
VHTepHeTe, HE TOHUMAs BO3MOKHBIX ITOCJIE/ICTBUM. ThI Jla’ke He CMOIKEIIb JI0ralaThCs
o ToM, uTo dororpadusi, pazMellleHHas 5 JIeT Ha3ajl, cTajia IPUUYUHON OTKa3a MPUHSATH
Tebs1 Ha paboTy.

KomMeHTapuu, pasmelneHrue TBOUX ¢oTorpaduili W JApyrue JIEHCTBUS MOTYT He
HMCUYE3HYTh Jla’Ke II0CJIe TOTO, KaK Thl MX yJaIdIlb. Thl He 3HAEIIb, KTO COXPAHUJI 3TY
nHpoOpManuoo, Ioajga JU OHAa B IOWCKOBBIE CHCTEMBI W COXpPaHWIACh JIA OHA, a
[JIABHOE: UTO MOJ[yMalOT O Tebe OKpy:»Karolee JIIOAW, KOTOPble HAWIYT U YBUMAAT 3TO.
Hatiti nadOopManuo MHOTO JIET CIICTs CMOKET JII000U - KaK U3 JOOPBIX MTOOYKIAEHUH,
TaK ¥ C HAMepeHUeM MPUUYNHUTH BpPe. ITO MOKET OBITh KTO YTOHO.

OcCHOBHBIE COBETHI IO 3alUTe MUMPOBOU pemyTaIuu:

1. [Tomymaii, mpekze ueM 4To-TO IIyOJIMKOBATh U IepefaBaTh y ceOsa B Osiore wid B
COILIAJILHOM CETH;

2. B Hacrpolikax npodussd ycTaHOBU OTPaHUYEHUA Ha IPOCMOTP TBOero npodussd U ero
COJIEPKUMOTO, CZleJIal €T0 TOJIBKO «JJIS IpYy3ei»;

3. He pasmemniaii u He yKaspiBail HHGOPMAIUIO, KOTOPas MOYKET KOro-Ju060 0CKOpOJISATh
WU OOMXKATh.

ABTOpCKOE IPaBO

CoBpemMeHHble IIKOJBHUKHW- AaKTUBHBIE II0JIb30BATEIN IU(PPOBOrO IMPOCTPAHCTBA.
OpHako gajieko He BCe 3HAKOT, UTO II0JIb30BAHUE MHOTUMHU BO3MOKHOCTAMU ITU(PPOBOTO
Mupa TpedyeT coOII0eHNs TPAaB HA UHTEJUIEKTYJIbHYI0 COOCTBEHHOCTb.

TepMUH «HUHTEJUIEKTyaJIbHAs COOCTBEHHOCTb» OTHOCUTCS K PA3JIMYHBIM TBOPEHUAM
YeJIOBEYECKOTO yMa, HAYMHAS C HOBBIX H300pETEHWI M 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh HA MPOJIYKTHl U YCJIYTH , U 3aKaHYMBasg KHUTaMH, (otorpadusimu,
KUHODUIbMaMU U My3bIKQJIbHBIMU IPOU3BEJEHUAMU.

ABTOpCKHE TpaBa - 3TO IPaBa Ha UHTEJUIEKTYAJIBHYI0 COOCTBEHHOCTh HA MTPOU3BEJEHUS
HayKU, JIUTEPATypPhl U MCKycCTBa. ABTOPCKHME IIpaBa BHICTYNAIOT B KauecTBe FapaHTHUU
TOTO, YTO UHTEJIEKTYaIbHBIN/ TBOPUECKUH TPY/, aBTOPa He Oy/IeT HAlPACHBIM, AACT eMY
CIIpaBe/JIUBblE BO3MOXKHOCTU 3apaboTaTh Ha pe3yJIbTaTax CBOEro TPyZa, IMOJIYIUTb
M3BECTHOCTH U Tpu3HaHue. HuKkTo 6e3 paspelieHus aBTOpa HE MOKET BOCIIPOU3BOIUTH
€ro TPOW3BEAEHUEe, PACIPOCTPAHATh, IyOJIMYHO JAEMOHCTPUPOBATh, IPOAABATH,
HMIIOPTUPOBATh, IyCKAaTh B IIPOKAT, IIyOJIMYHO HCIIOJHATH, ITOKAa3bIBATh/UCIIOJIHATH B
adupe wim pa3MmeiaTts B IHTepHeTe.

Vcnosb30BaHUe «MHPATCKOTO» MPOrPpaMMHOro obeclieueHUs MOXKeT IPUBECTH K
MHOTHM PHCKaM: OT IOT€PHU JAHHBIX K TBOUM aKKayHTaM /0 OJIOKUPOBKU TBOETO
YCTPOMCTBA, I7le YCTAHOBJIEHHBIN He JierayibHas nmporpamma. He cTrout Takke 3a0bIBaTh,
YTO CyIIleCTBYET JIeTIbHbIe U OeclIaTHbIE IPOTrPAMMBbl, KOTOPbIE MOKHO HAUTH B CETH.

O noptase



CereBU4OK.p - TBOU TIJIaBHBIM COBETYHMK B CeTU. 37ech Thl MOXKeIIb Y3HAaTb O
0e30I1aCHOCTH B CETU IOHATHBIM U JIOCTYIHBIM $3BIKOM, a IMPU BO3HUKHOBEHUH
KPUTHUYECKON CHUTyallud OOpaTHThCA 3a COBETOM. A TakXKe IPUHATH YYacTUE B
KOHKYpCax U CTaTh CaMbIM ITU(MPOBBIM IpKJAaHUHOM !



